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ABSTRACT

We study dynamic changes of agents’ observational power in logics
of knowledge and time. We consider CTL*K, the extension of CTL*
with knowledge operators, and enrich it with a new operator that
models a change in an agent’s way of observing the system. We
extend the classic semantics of knowledge for agents with perfect
recall to account for changes of observational power, and we show
that this new operator increases the expressivity of CTL*K. We
reduce the model-checking problem for our logic to that for CTL*K,
which is known to be decidable. This provides a solution to the
model-checking problem for our logic, but it is not optimal, and we
provide a direct model-checking procedure with better complexity.

1 INTRODUCTION

In multi-agent systems, agents usually have only partial information
about the state of the system [24]. This has led to the development of
epistemic logics, often combined with temporal logics, for describ-
ing and reasoning about how agents’ knowledge evolve over time.
Such formalisms have been applied to the modelling and analysis
of, e.g., distributed protocols [8, 16], information flow and crypto-
graphic protocols [9, 27] and knowledge-based programs [28].

In these frameworks, an agent’s view of a particular state of
the system is given by an observation of that state. In all the cited
settings, an agent’s observation of a given state does not change
over time. In other words, these frameworks have no primitive
for reasoning about agents whose observation power can change.
Because this phenomenon occurs in real scenarios, for instance
when a user of a system is granted access to previously hidden data,
we propose here to tackle this problem. Precisely, we extend classic
epistemic temporal logics with a new unary operator, A°, that
represents changes of observation power, and is read “the agent
changes her observation power to 0”. For instance, the formula
APTAF(A°2(Kp vV K—p)) expresses that “For an agent with initial
observation power o1, in all possible futures there exists a point
where, if the agent updates her observation power to o0z, she learns
whether or not the proposition p holds”. If in this example 0; and o,
represent different “security levels” and p is sensitive information,
then the formula expresses a possible avenue for attack. The present
work provides means to express and evaluate such properties.
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Related work. There is a rich history of epistemic logic in AL in-
cluding the static and temporal [8], dynamic [29] and strategic [24]
settings. The most common logics of knowledge and time are CTLK,
LTLK and CTL*K, which extend the classic temporal logics CTL,
LTL and CTL* with epistemic operators. Satisfiability and axioma-
tisation have been studied in depth in [10, 11]. Model checking has
also been studied, for agents with either no memory or perfect re-
call. For memoryless agents, the model-checking problem for LTLK,
CTLK and CTL*K is PspAcE-complete [13, 22], while for agents with
perfect recall it is nonelementary, with k-ExPTIME upper-bound for
formulas with at most k nested knowledge operators [1, 4, 6, 26].
However it is not known whether these bounds are tight.

Two recent works involve dynamic changes of observation power.
The first one [2] studies an imperfect-information extension of Strat-
egy Logic [18] in which agents can change observation power when
changing strategies, but the logic does not allow reasoning about
knowledge. The second [17] extends the latter with knowledge
operators, and solves the model-checking problem for a fragment
related to the notion of hierarchical information [14, 20, 21]. In
these two works, the focus is on strategic aspects. In the present
work, instead, we intend to study in depth how the possibility to
reason about change of observational power affects the semantics,
expressive power, and model checking of epistemic temporal logics.
Contributions. We extend CTL*K (which subsumes CTLK and
LTLK) with observation-change operators A°. For agents with per-
fect recall, which we study in this work, extending the classic se-
mantics of knowledge requires to store past observations of agents,
which we do thanks to the introduction of observation records. Start-
ing with the mono-agent case, we solve the model-checking prob-
lem by first defining an alternative semantics which, unlike the
natural one, is based on a bounded amount of information. Once
the two semantics are proven to be equivalent, designing a model-
checking algorithm is almost straightforward. We then extend the
logic to the multi-agent case, introducing operators A9 for each
agent a, and we extend our approach to solve its model-checking
problem. Next, we study the expressivity of our logic, showing that
the observation-change operator increases expressivity. We finally
provide a reduction to CTL*K which removes observation-change
operators at the cost of a blow-up in the size of the model. We show
that going through this reduction and using known model-checking
algorithms for CTL*K is more costly than our direct approach.

2 CTL*KA

In this section we define the logic CTL*KA. We first study the
case where there is only one agent (and thus only one knowledge
operator). We will extend to the multi-agent setting in Section 5.
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2.1 Notation

A finite (resp. infinite) word over some alphabet ¥ is an element of *
(resp. ). The length of a finite word w = wg ... wp is [w| = n+ 1,
and we let last(w) = wy,. Given a finite (resp. infinite) word w and
0 <i < |w| (resp. i € N), we let w; be the letter at position i in w,
wg; is the prefix of w that ends at position i, and wy; is the suffix
that starts at position i. We write w < w’ if w is a prefix of w’.

2.2 Syntax

We fix a countably infinite set of atomic propositions, AP, and a
finite set of observations O, that represent possible observational
powers of the agent. Note that in this work, “observation” does not
refer to a punctual observation of a system’s state, but rather a way
of observing the system, or “observational power” of an agent.

As for state and path formulas in CTL*, we distinguish between
history formulas and path formulas. We say history formulas instead
of state formulas because, considering agents with perfect recall of
the past, the truth of epistemic formulas depends not only on the
current state, but also on the history before reaching this state.

Definition 2.1 (Syntax). The sets of history formulas ¢ and path
formulas i are defined by the following grammar:

¢ == ploelenelAY|Ke|A%
yoou= eV Y AY XY YUY,
where p € AP ando € O.

We call CTL*KA formulas all history formulas so defined. Oper-
ators X and U are the classic next and until operators of temporal
logics, and A is the universal path quantifier from branching-time
temporal logics. K is the knowledge operator from epistemic logics,
and K¢ reads as “the agent knows that ¢ is true”. Our new obser-
vation change operator, A°, reads as “the agent now observes the
system with observation o0”.

As usual, we define T=pV —p, oV @' ==(pA=¢p), ¢ — ¢’ =
—¢ V ¢, as well as the temporal operators finally (F) and always
(G): Fp = TUgp, and Gp = ~F-¢.

2.3 Semantics

Models of CTL*KA are Kripke structures equipped with one relation
~o on states for each observation o.

Definition 2.2 (Models). A Kripke structure with observations is a
structure M = (AP, S, T,V,{~o0}oc0-$", 0'), where
AP C AP is a finite subset of atomic propositions,
S is a set of states,
T C S x Sis a left-total! transition relation,
V : S — 24P is a valuation function,
~o € § X S is an equivalence relation, for each o € O,
s' C S is an initial state, and
o' € O is the initial observation.

A path is an infinite sequence of states 7 = spsj . . . such that for
alli > 0,s;Ts;+1,and a history h is a finite prefix of a path. For I C S,
we write T(I) = {s’ | 3s € I s.t. sTs’} for the set of successors of
states in I. Finally, foro € O and s € S, we let [s]o = {s" | s ~o s’}
be the equivalence class of s for relation ~,.

lie., for every s € S there exists s’ € S such that sT's’. This cosmetic restriction is
made to avoid having to deal with finite runs ending in deadlocks.
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REMARK 1. We model agents’ information via indistinguishability
relations ~,, where s ~o s’ means that s and s’ are indistinguishable
for an agent who has observation power o. Other approaches exist.
One is via observation functions (see, e.g., [26]), that map states
to atomic observations, and where two states are indistinguishable
for an observation function if they have the same image. Another
consists in seeing states as tuples of local states, one for each agent,
two global states being indistinguishable for an agent if her local state
is the same in both (see, e.g., [13]). All these formalisms are essentially
equivalent with respect to epistemic temporal logics [19]. In these
alternative formalisms, change of observation power would correspond
to, respectively, changing observation function, and changing the
local states inside each global state. We find that indistinguishability
relations are convenient to study theoretical aspects of our logic. To
model concretely how observational power changes, one may prefer to
use local states and, for instance, specify in operators of observation
change which variables become visible or hidden to an agent.

Observation records. To define which histories the agent cannot
distinguish, we need to keep track of how she observed the system
at each point in time. To do so, we record each observation change
as a pair (o, n), where o is the new observation and n is the time
when this change occurs.

Definition 2.3. An observation record r is a finite word over O XN,
ie,r € (O xN)*.

Note that observation records are meant to represent changes
of observational ability, and thus they do not contain the initial
observation (which is given in the model). We write ( for the empty
observation record.

Example 2.4. Consider a model M with initial observation o', a
history h = sg . . . s4 and an observation record r = (01, 0) - (02,3) -
(03,3). The agent first observes state sy with observation o'. The
observation record shows that at time 0, thus before the first transi-
tion, the agent changed for observation o;. She then observed state
so again, but this time with observation o;1. Then the system goes
through states s; and s and reaches s3, all of which she observes
with observation o1. At time 3, the agent changes to observation
02, and thus observes state s3 again, but this time with observation
02, and finally she switches to observation 03 and thus observes s3
once more, with observation os. Finally, the system goes to state s4,
which the agent observes with observation os.

We write r - (o, n) for the observation record obtained by ap-
pending (o, n) to the observation record r, and r[n] for the record
consisting of all pairs (o, m) in r such that m = n. We say that an
observation record r stops at n if r[m] is empty for all m > n, and r
stops at history h if it stops at |h| — 1. Unless otherwise specified,
when we consider an observation record r together with a history
h, it is understood that r stops at h.

Observations at time n. We let ol(r, n) be the list of observations
used by the agent at time n. It consists of the observation that the
agent has when the n-th transition is taken, plus those of observa-
tion changes that occur before the next transition. It is defined by
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induction on n:

ol(r,0) =0"-01-..." 0,
if r[0] = (01,0) - ... (0g,0), and
ol(r,n+ 1) = last(ol(r,n)) - 01 - ... - o,
ifr[n+1]=(o1,n+1)-...-(op,n+1).

Observe that ol(r, n) is never empty: if no observation change
occurs at time n, ol(r, n) only contains the last observation taken
by the agent. If r is empty, the latter is the initial observation o,.

Example 2.5. If r = (01,0) - (02, 3) - (03, 3), then 0l(r,0) = o* - 01,
ol(r,1) = ol(r, 2) = 01, 0l(r,3) = 01 - 02 - 03, and 0l(r,4) = 03.

Synchronous perfect recall. The usual definition of synchronous
perfect recall states that for an agent with observation o, histories
h and h’ are indistinguishable if they have the same length and are
point-wise indistinguishable, i.e., |h| = |h’| and for each i < |h],
hi ~o h}. We adapt this definition to changing observations: two
histories are indistinguishable if, at each point in time, the states
are indistinguishable for all observations used at that time.

Definition 2.6 (Dynamic synchronous perfect recall). Given an
observation record r, two histories h and h’ are equivalent, written
h =" k’,if |h| = |h’| and Vi < |h|, Yo € ol(r,i), hi ~o h;.

We now define the natural semantics of CTL*KA.

Definition 2.7 (Natural semantics). Fix a model M. A history
formula ¢ is evaluated in a history h and an observation record r.
A path formula ¢ is interpreted on a run 7, a point in time n € N
and an observation record. The semantics is defined by induction
on formulas (we omit the obvious boolean cases):

hrip if  peV(last(h))

hrE Ay if Vrsth<m mlhl-LrEy
hr =Ko if VW sth = h W,rEg

hr | A% it hr-(olhl-1) e

A if z<nrlEe

T, r = Xy if
znr Ey U if

m,(n+1),r=y
dm > ns.t.r,m,r = Y and
Vkst.n<k<m, nm,kr|=i

We say that a model M with initial state s* satisfies a CTL*KA
formula ¢, written M |= ¢, if s*, 0 |= ¢.

We first discuss a subtlety of our semantics, which is that an agent
can observe the same state consecutively with several observations.

REMARK 2. Consider the formula AO'(p and history h. By definition,
hr= A0’40 iff h,r - (o', |h| = 1) |= ¢. Note that although the history
did not change (it is still h), the observation record is extended by
the observation o’ at time |h| — 1, with the following consequence.
Suppose thatol(r, |h|—1) = o. After swiiching too’, the agent considers
possible all histories b’ such that i) h =" h’ (they were considered
possible before the change of observation) and ii) last(h) ~o last(h")
(they are still considered possible after the change of observation).
Informally this means that by changing observation from o to o’, the
agent’s information is further refined by o’, and it is as though the
agent at time |h| — 1 observed the system with observation o N o’.
At later times, her observation is simply o’, until another change of
observation occurs.
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2.4 Examples of observation change

We now illustrate that observation change is natural and relevant.

Example 2.8. A logic of accumulative knowledge (and resource
bounds) is introduced in [12]. It studies agents that can perform
successive observations to improve their knowledge of the situation,
each observation refining their current view of the world. In their
framework, an observation models a yes/no question about the
current situation; if the answer is ‘yes’, the agent can eliminate
all possible worlds for which the answer is ‘no’, and vice versa.
Formally, an observation is a binary partition of the possible states,
and the agent learns in which partition is the current state. Such
observations are particular cases of our models’ indistinguishability
relations, and the semantics of an agent performing an observation
o is exactly captured by the semantics of our operator A°. Similarly,
performing sequence of observations o; . . . 0, corresponds to the
successive application of operators A°! ... A", As an example, [12]
shows how to model a medical diagnosis in which the disease is
narrowed down by performing a series of successive tests.

Our logic is incomparable with the one discussed in the previous
example: in the latter observations have a cost, but no temporal
aspect is considered, while in this work we do not consider costs,
but we study the evolution of knowledge through time in addition to
dynamic observation change. We now illustrate how both interact.

Example 2.9 (Security scenario). Consider a system with two
possible levels of security clearance, modelled by observations o1
and oy, which define what information users have access to. In this
scenario, we want to hide a secret p from the users. A desirable prop-
erty is thus expressed by the formula (A°* AG-Kp) A (A°2 AG-Kp),
which means that a user using either o1 or oz will never know that
p holds. Model M from Figure 1 satisfies this formula.

Now consider formula ¢ = A% EFA°2Kp, which means that if the
user starts with observation o1, there exists a path and a moment
when changing observation lets her discover the secret. We show
that M satisfies ¢ and thus that users should not be allowed to
change security level. Consider history h = sos2s5 in M with initial
observation o1. At time 0 the user knows that the current state is sg.
After going to sp, she does not know if the current state is sz or s,
as they are indistinguishable by o;. At time 2, at first the user does
not know whether the system is in s4 or s5. Now, if she changes to
observation oz, she sees that the system is either in state s5 or s.
Refining her previous knowledge that the system is either in state
s4 or ss, she deduces that the current state is s5, and that p holds.

Example 2.10 (Fault-Tolerant Diagnosability). Diagnosability is a
property of systems which states that every failure is eventually
detected [23]. In the setting considered in [3], the system is moni-
tored through a set of sensors, and a diagnosability condition is a
pair (c1, c2) of disjoint sets of states that the system should always
be able to tell apart. The problem of finding minimal sets of sen-
sors that ensure diagnosability is studied, that is, finding a minimal
sensor configuration sc such that A%c AG(Kc; V Kcz) holds, where
0sc is the observation corresponding to sensor configuration sc.

In CTL*KA one can express and model check a stronger notion of
diagnosability that we call fault-tolerant diagnosability, where the
system must remain diagnosable even after the loss of a sensor. For
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Figure 1: Model M in Example 2.9, and its variant M’

a given diagnosability condition (cq, c2) and sensor configuration
sc, we write o the original observation (with every sensor in sc),
o; the observation where sensor i failed, and p; is a proposition
indicating the failure of sensor i. The following formula expresses
that sensor configuration sc ensures fault-tolerant diagnosability:

Dgiay = ACAG((Ke1 V Kea) A (pi = A%AG(Key V Kep))).

Observe that it is possible for a system to satisfy ®gj,; but not
A° AG(Kcq V Kcy) if sensor i, before failing, brings some piece of
information that is crucial for diagnosis.

2.5 Model-checking problem

The model checking-problem for CTL*KA consists in, given a model
M and a formula ¢, deciding whether M |= ¢.

Model-checking approach. Perfect-recall semantics refers to his-
tories of unbounded length, but it is well known that in many
situations it is possible to maintain a bounded amount of informa-
tion that is sufficient to deal with perfect recall. We show that it
is also the case for our logic, by generalising the classic approach.
Intuitively, it is enough to know the current state, the current ob-
servational power and the set of states that the agent believes the
system might be in. The latter is usually called information set in
epistemic temporal logics and games with imperfect information.
We define an alternative semantics based on information sets in-
stead of histories and records, and we prove that this semantics
is equivalent to the natural one presented in this section. Because
information sets are of bounded size, it is then easy to build from
this alternative semantics a model-checking algorithm for CTL*KA.

3 ALTERNATIVE SEMANTICS

We define an alternative semantics for CTL*KA. It is based on
information sets, a classic notion in games with imperfect informa-
tion [30], whose definition we now adapt to our setting.

Definition 3.1. Given a model M, the information set I(h, r) after
a history h and an observation record r is defined as follows:

I(h,r)={s €S| 3n',h =" hand last(h’) = s}.

This information is sufficient to evaluate epistemic formulas for
one agent when we consider the S5 semantics of knowledge, i.e.,
when indistinguishability relations are equivalence relations, as
is our case. We now describe how to maintain this information
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along the evaluation of a formula. To do so, we define two update
functions for information sets: one reflects changes of observational
power, and the other captures transitions taken in the system.

Definition 3.2. Fix a model M = (AP,S,T,V,{~o}oc0,s", 0").
Functions U and Up are defined as follows, forall I C S, alls,s” € S
and 0,0’ € O.

Ur(I,s’,0) = T(I) N [s']o
Upn(,s,0") =1N[s]y

When the agent has observational power o and information set I,
and the model takes a transition to a state s, the new information
set is Ur(1, s’, 0), which consists of all successors of her previous
information set I that are ~,-indistinguishable with the new state
s’. When the agent is in state s with information set I, and she
changes for observational power o, her new information set is
Ua(1,s,0), i.e., all states that she considered possible before and
that she still considers possible after switching to o’.

We let O(h, r) be the last observation taken by the agent after
history h, according to r. Formally, O(h,r) = op if ol(r, |h| — 1) =
01 - ... opn. The following result establishes that the functions Up
and Ut correctly update information sets. It is proved by simple
application of the definitions.

PROPOSITION 3.3. For every history h - s, observation record r that
stops at h and observation o, it holds that

I(h-s,r) Ur(I(h,r),s,O(h,r)), and
I(h,7 - (o, |h] — 1)) Up(I(h, 1), last(h), 0).

Using these update functions we can now define our alternative
semantics for CTL*KA.

Definition 3.4 (Alternative semantics). Fix a model M. A history
formula ¢ is evaluated in a state s, an information set I and an obser-
vation o. A path formula ¥/ is interpreted on a run 7, an information
set I and an observation o. The semantic relation |=5 is defined by
induction on formulas (we omit the obvious boolean cases):

s,LoErp if peV(s)
s,[,o 1 Ay if Vrstm=s, n,L,olry
s,I,ol=r Ko if Vs'el,s'\Lolrre

s,Loker AYg if s,Ur(I,s,0"),0" [E1 ¢
m,1,0=1 @ if my,Lolro
w10 =1 Xy if m>1,Ur(,m,0),0 =1 ¢
m, 1,0 =1 y1Uy¢p if Fn > 0 such that
72n, UR(I, m,0),0 [Fr 2 and
Vmsuchthat0 <m < n,
7=m, UF' (I, 7, 0),0 |=1 1,
where UI'.’ (I, 7, 0) is the iteration of the temporal update, defined
inductively as follows:
° UIQ(I, m,0) =1, and
. U}”l(l, 7,0) = Ur(UL(I, 7, 0), Tn+1,0).

Using Proposition 3.3, one can prove that the natural semantics
|= and the information semantics |=y are equivalent.

THEOREM 3.5. For every history formula ¢, model M, history h
and observation record r that stops at h,

h.ri= ¢ iff lasi(h),I(h,r),o(h.r) 1 .
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4 MODEL CHECKING CTL"KA

In this section we devise a model-checking procedure based on
the equivalence between the natural and alternative semantics
(Theorem 3.5), and we prove the following result.

THEOREM 4.1. Model checking CTL*KA is in EXPTIME.

Augmented model. Given a model M, we define an augmented
model M in which the states are tuples (s, I, 0) consisting of a state
s of M, an information set I and an observation o. According to
Theorem 3.5, history formulas can be viewed on this model as state
formulas, and a model checking procedure can be devised by merely
following the definition of the alternative semantics.

Let M = (AP,S,T,V,{~o}oe0,s', 0"). We define the Kripke
structure M = (S’,T’,V’,s'’), where:

§'=8%x25%x0,

(s,I,o) T’ (s’,I’,0)if s T s" and I’ = Ur(I, s’, 0),

V’(s,I,0) = V(s), and

s’ = (s",[s']or, 0").

We call M the augmented model, and we write M, the Kripke struc-

ture obtained by restricting M to states of the form (s, I, 0’) where
o’ = o. Note that the different M, are disjoint with regards to T".

Model-checking procedure. We define function CHECKCTL*KA
which evaluates a history formula in a state of M:

CHECKCTL*KA (M, (s¢, I, o), @) returns true if M, s¢, Ic, 0c =1
¢ and false otherwise, and is defined as follows: if ® is a CTL*
formula, we evaluate it using a classic model-checking procedure
for CTL*. Otherwise, ® contains a subformula of the form ¢ = K¢,
or ¢ = Ao/(pl where ¢; € CTL*. We evaluate ¢; in every state
of every component M, (recall that the different M, are disjoint),
and mark those that satisfy ¢; with a fresh atomic proposition py,.
Then, if ¢ = K¢1, we mark with a fresh atomic proposition p,, every
state (s, I, 0) of M such that for every s’ € I, (s, I, 0) is marked with
Po, - Else, p = A g1 and we mark with a fresh proposition Dy every
state (s, I, 0) such that (s, Ur(I, s, 0), 0") is marked with p, . Finally,
we recursively call function CHECKCTL*KA on the marked model
and formula @’ obtained by replacing ¢ with p,, in ®.

To model check a formula ¢ in a model M, we build M and call
CHECKCTL*KA (M, (s, [5:]0,5 01)» ¢).

Algorithm correctness. The correctness of the algorithm follows
from the following properties:

e For each formula K¢; chosen by the algorithm,
Pe €V'(s,Lo) iff M,s,I,0=; Ko1

e For each formula A"lqol chosen by the algorithm,
Pe €V'(s,Lo) iff M,s, 1,051 AY oy

Complexity analysis. Let |M| be the number of states in model M.
Model checking a CTL* formula ¢ on a model M with state-set S can
be done in time 2°U2DO(|S|) [7, 15]. Our procedure, for a CTL*KA
formula ¢ and a model M, calls the CTL* model-checking procedure
for at most |¢| formulas of size at most |¢|, on each state of M.
The latter is of size 20(IMD x |0, but each call to the CTL* model-
checking procedure is performed on a disjoint component M, of size
20(MD) Our overall procedure thus runs in time |O| X 20U+ M),
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5 MULTI-AGENT SETTING

We now extend CTL*KA to the multi-agent setting. We fix Ag =
{a1,...,am} afinite set of agents and define the logic CTL*KA,.
This logic contains, for each agent a and observation o, an operator
A9 which reads as “agent a changes for observation 0”. We consider
that these observation changes are public in the sense that all agents
are aware of them. The reason is that if agent a changes observation
without agent b knowing it, agent b may entertain false beliefs
about what agent a knows. This would not be consistent with the
S5 semantics of knowledge that we consider in this work, where
false beliefs are ruled out by the Truth axiom K¢ — ¢.

5.1 Syntax and natural semantics
We first extend the syntax, with knowledge operators K, and ob-
servation change operators A9 for each agent.

Definition 5.1 (Syntax). The sets of history formulas ¢ and path
formulas i/ are defined by the following grammar:

o == ploglone| Ay | Kep|AGe
14 ol =YYy Ay Xy YUY,

where p € AP, a € Agando € O.

Formulas of CTL*KA,, are all history formulas.

The models of CTL*KA,, are as for the one-agent case, except
that we assign one initial observation to each agent. We write o for
a tuple {04}4eags 0q for 04, and o[a < o] for the tuple o where o,
is replaced by o. Finally, for 1 < i < m, o; refers to og;.

Definition 5.2 (Multiagent models). A multiagent Kripke structure
with observations is a structure M = (AP, S, T,V,{~o}oc0,s',0"),
where all components are as in Definition 2.2, except for o' € 048,
the initial observation for each agent.

We now adapt some definitions to the multi-agent setting.

Records tuples. We now need one observation record for each
agent. We shall write r for a tuple {rq}qcag. Given a tuple r =
{ratacag and a € Ag we write r, for r,4, and for an observation
o and time n we let r - (0,n), be the record tuple r where r, is
replaced with r4 - (o, n). Finally, for i € {1,...,m}, r; refers to rq;.

Observations at time n. We let ol ;(r, n) be the list of observations
used by agent a at time n:

olg(r,0)=0'-01-... 0,
if rq[0] = (01,0) - ... (0, 0), and
olg(r,n+1) =last(oly(r,n)) - 01 - ... o,
ifrgln+1]=(o1,n+1)-...- (o, n+1).

Definition 5.3 (Dynamic synchronous perfect recall). Given arecord
tuple r, two histories h and h’ are equivalent for agent a, written
h =y b',if |h| = |h’| and Vi < |h|, Yo € ola(r, i), hi ~o h}.

Definition 5.4 (Natural semantics). Let M be a model, h a history
and r a record tuple. We define the semantics for the following
inductive cases, the remaining ones are straightforwardly adapted
from the one-agent case (Definition 2.7).

h,r EKqp if VYH st.h’ =L h, W rg
hri=A% if hr-(o|hl—-1)q ¢
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A model M with initial state s* satisfies a CTL*KA,, formula ¢,
written M |= ¢, if s*, @ |= ¢, where @ is the tuple where each agent
has empty observation record.

5.2 Alternative semantics

As in the one-agent case, we define an alternative semantics that we
prove equivalent to the natural one and upon which we build our
model-checking algorithm. The main difference here is that we need
richer structures than information sets to represent an epistemic
situation of a system with multiple agents. For instance, to evaluate
formula K;K, Kcp, we need to know what agent a knows about
agent b’s knowledge of agent ¢’s knowledge of the system’s state.
To do so we use the k-trees introduced in [25, 26] in the setting
of static observations, and which contain enough information to
evaluate formulas of knowledge depth k.

k-trees. Fix amodel M = (AP, S, T, V,{~o0}oc0-$", 0'). Intuitively,
a k-tree over M is a structure of the form (s, 11, ..., I, ), where
s € S is the current state of the system, and for each i € {1,...,m},
7; is a set of (k — 1)-trees that represents the state of knowledge (of
depth k — 1) of agent a;. Formally, for every history h and record
tuple r we define by induction on k the k-tree I*(h, r) as follows:

1°(h, r) = (last(h), 0, ..., 0)
I, r) = (ast(h), 11, . .., T),
where for each i, 7; = {IF(W,r) | I’ ~g, h}.
For a k-tree IF = (s,11,...,1mm), we call s the root of I*, and
write it root(I¥). We also write I* (a) for I;, where a = a;, and we let

7 be the set of k-trees for M. Observe that for one agent (m = 1),
a 1-tree is an information set together with the current state.

Updating k-trees. We generalise our update functions Uy and Ut
(Definition 3.2) to update k-trees. We first define, by induction on
k, the function U%‘ that updates k-trees when a transition is taken.
U((s,0,...,0),5",0) = (s,0,...,0)
UK (s, Ih,y ooy Ty sy 0) = (s, I T,
where for each i,

I/ = {Uylf(Ik,s",o) | I* e Ii,s" ~o. s’ and root(Ik)Ts"}.

i

U}‘ takes the current k-tree (s, I3, . .., Iy), the new state s’ and
the current observation o for each agent, and returns the new k-tree
after the transition.

We now define the second update function Uk, which is used
when an agent a; changes observation for some o’.

Us((s,0,...,0),0,a;) = (5,0,...,0)
UM (s, Dy Ty 0,a0) = (5, T I,
where for each j # i,
I/ = {US(I*, o', a;) | I* € I;}, and
I/ = {UA‘(Ik,o’,ai) | I* € 7; and root(I¥) ~y s}.
The intuition is that when agent a; changes observation for o’,

in every place of the k-tree that refers to agent a;’s knowledge,
we remove possible states (and corresponding subtrees) that are
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no longer equivalent to the current possible state for a;’s new
observation o’.

We let O(h, r) be the tuple of last observations taken by each
agent after history h, according to r. For each a € Ag, O(h,r), = on
ifolg(r,|h|—1) = 01 -...-0n. The following proposition establishes
that functions U%‘ and UA‘ correctly update k-trees.

PROPOSITION 5.5. For every history h - s, record tuple r that stops
at h, observation tuple o and integer k, it holds that

*h-s,r) Uk (1% (h,r), s, o(h, 1)), and
Ik(h, r-(o,hl = 1)q) U}(Ik(h, r),o0,a).

We now define the alternative semantics for CTL*KA,.

Definition 5.6 (Alternative semantics). The semantics of a history
formula ¢ of knowledge depth k is defined inductively on a k-tree
I¥ and a tuple of current observations o (note that the current state
is the root of the k-tree). We only give the following inductive cases,
the others are simply adapted from Definition 3.4.

¥ okrp if  p e V(root(I¥))

I*,0 | Ay if V7 st m = root(IF), n,Ik,o|:Il,//
¥ o1 Kap if VIF1el¥a), I oo
%0l A% if UA‘(Ik,o’,a),o[aHo'] Ere

The following theorem can be proved similarly to Theorem 3.5,
using Proposition 5.5 instead of Proposition 3.3.

THEOREM 5.7. For every history formula ¢ of knowledge depth k,
each model M, history h and tuple of records r,

hrie iff Ihr)o(hr) Er .

6 MODEL CHECKING CTL*KA,,

Like in the mono-agent case, it is rather easy to devise from this
alternative semantics a model-checking algorithm for CTL*KA,,
the main difference being that the states of the augmented model
are now k-trees. In this section we adapt the model-checking pro-
cedure for CTL*KA to the multi-agent setting, once again relying
on the equivalence between the natural and alternative semantics
(Theorem 5.7), and we prove the following result.

THEOREM 6.1. The model-checking problem for CTL*KA, is in
k-EXPTIME for formulas of knowledge depth at most k.

Augmented model. Given a model M, we define an augmented
model M in which the states are pairs (I¥, 0) consisting of a k-tree
I* and an observation for each agent, o.
Let M = (AP,S,T,V,{~0}oc0,s" 0'). We define the Kripke
structure M = (S7,T7,V’,s’), where:
o 5" =Tk x 04,
o (I*,0)T’ (Ik/, 0)if s T s’ and * = U%‘(Ik,s’, 0), where s =
root(I¥) and s’ = root(lk,),
e V/(I*, 0) = V(root(I¥)), and
o st = (IK(s!, ), o).
We call M the augmented model, and we write M, the Kripke struc-
ture obtained by restricting M to states of the form (I ko ) where
o’ = 0. Again, the different M, are disjoint with regards to T".
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Model-checking procedure. We define function CHECKCTL*KA ,,,
which evaluates a history formula in a state of M:

CHECKCTL*KA;, (M, (If,oc), ®) returns true if M, If,oC =r o
and false otherwise, and is defined as follows: if @ is a CTL* formula,
we evaluate it using a classic model-checking procedure for CTL*.
Otherwise, ® contains a subformula of the form ¢ = K;¢’ or ¢ =
AY ¢’ where ¢’ € CTL*. We evaluate ¢’ in every state of M, and
mark those that satisfy ¢’ with a fresh atom p. Then, if ¢ = Kq¢”,
we mark with a fresh atomic proposition p,, every state (I k 0) of
M such that for every %=1 ¢ I*%(a), (I*71, 0) is marked with Py
Else, ¢ = Ag/<p’ and we mark with a fresh proposition p, every
state (I*, 0) such that (UAc (I*,0’, a), o[a — 0’]) is marked with Py
Finally, we recursively call CHECKCTL*KA,, on the marked model
and formula ¢’ obtained by replacing ¢ with p, in ®.

To model check a formula ¢ in a model M, we build M and call
CHECKCTL*KA,, (M, (I*(s*, 9), 0*), ¢).

Algorithm correctness. The correctness of the algorithm follows
from the following properties:

e For each formula K, ¢ chosen by the algorithm,
pe € V'(IX,0) iff M,IF, 0 |51 Kao

e For each formula A9 ¢ chosen by the algorithm,
pe € V'(IK,0) iff M,IF,0 |51 A ¢

Complexity analysis. The number of different k-trees for m agents
and a model with [ states is no greater than Cy. = exp(m x I, k)/m,
where exp(a,b) is defined as exp(a,0) = a and exp(a,b + 1) =
a29°(@-b) [26]. The size of the augmented model M is thus bounded
by exp(m x L, k)/m x |0|148!, and it can be computed in time
exp(O(m x 1), k) x |O]148!.

Model checking a CTL* formula ¢ on a model M with state-
set S can be done in time 29U2D x O(|S]) [7, 15]. For a CTL*KA,
formula ¢ of knowledge depth at most k and a model M with [
states, our procedure calls the CTL* model-checking procedure
for at most |¢| formulas of size at most |¢|, on each state of the
augmented model M which has size exp(m x I, k)/m x |O|™. Each
recursive call (for each subformula and state of M) is performed
on a disjoint component M, of size at most exp(m X I, k)/m, and
thus takes time 20(¢D x O(exp(m x I, k)/m), and there are at most
lo| X exp(m x I, k)/m x |O|™ of them. Our overall procedure thus
runs in time |O|™ x 20U¢D x exp(O(m x 1), k), which we rewrite
as |0]1481 x 200D x exp(O(|Ag| x |M]), k).

Note that, as described in [25, 26], the k-trees machinery can be
refined to deal with formulas of alternation depth k. Theorem 4.1
would then become the instanciation of Theorem 6.1 for one agent
and k = 1. We do not present this result here for reasons of space
and simplicity of presentation.

7 EXPRESSIVITY

In this section we prove that the observation-change operator adds
expressive power to epistemic temporal logics. Formally, we com-
pare the expressive power of CTL*KA,, with that of CTL*K,, [5, 10],
which is the syntactic fragment of CTL*KAp, obtained by remov-
ing the observation-change operator. Our semantics for CTL*KA,
generalises that of CTL*K,,, with which it coincides on CTL*K,
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formulas. Note that our multi-agent models (Definition 5.2) are
more general than usual models for CTL*K,;,, as they may contain
observation relations that are not initially assigned to any agent,
but such relations are mute in the evaluation of CTL*K};, formulas.

For two logics £ and L’ over the same class of models, we say
that L’ is at least as expressive as L, written £ < L', if for every
formula ¢ € £ there exists a formula ¢’ € £’ such that ¢ = ¢’. L’
is strictly more expressive than L, written £ < L’,if £ < £’ and
L’ £ L. Finally, £ and L’ are equiexpressive, written £ = L/, if
L=< L'and L' < L.

First, since CTL*KA,,, extends CTL*K,,, we have that:

PROPOSITION 7.1. Forallm > 1, CTL*K;;, < CTL*KA,.

We now point out that when there is only one observation, i.e.,
|O| = 1, the observation-change operator has no effect, and thus
CTL*KApy, is no more expressive than CTL*K,,,.

PRrOPOSITION 7.2. For |O| = 1, CTL*K, = CTL*KA,.

Proor. We show that for |O| = 1, CTL*KA,, < CTL*K;y, which
together with Proposition 7.1 provides the result. Observe that
when |O| = 1, observation change has no effect, and in fact obser-
vation records can be omitted in the natural semantics. For every
CTL*KAp, formula ¢, define the CTL*K,;,, formula ¢’ by removing
all observation-change operators AJ from ¢. Clearly, 9 = ¢’. =

On the other hand, we show that as soon as we have at least two
observations, the observation-change operator adds expressivity.
We first consider the mono-agent case.

ProrosITiON 7.3. If|O| > 1 then CTL*KA £ CTL*K.

ProoF. Assume that O contains 01 and 05. Consider the model
M from Example 2.9 (Figure 1), and define the model M” which is
the same as M except that s4 and s5 are indistinguishable for both
o1 and o2, while in M they are only indistinguishable for o1. In both
models, agent a is initially assigned observation oy. To prove the
proposition we exhibit a formula of CTL*KA that can distinguish
between M and M’, and justify that no formula of CTL*K can.

Consider formula ¢ = EFA°2K;p. As detailed in Example 2.9, we
have that M |= ¢. We now show that M” £ ¢: The only history in
which p holds, and thus where agent a may get to know it, is the
path sos2ss5. After observing this path with observation o1, agent
a considers that both s4 and s5 are possible. She still does after
switching to observation oz, as s4 and s5 are o2-indistinguishable.
As aresult M’ [~ ¢, and thus ¢ distinguishes M and M.

Now to see that no formula of CTL*K can distinguish between
these two models, it is enough to see that in both models the only
agent a is assigned observation o1, and thus on these models no
operator of CTL*K can refer to observation oy, which is the only
difference between M and M. n

This proof for the mono-agent case relies on the fact that CTL*KA
can refer to observations that are not initially assigned to any agent,
and thus cannot be referred to within CTL*K. This proof can be
easily adapted to the multi-agent case, by considering the same
models M and M’ and assigning the same initial observation o1 to
all agents. We show that in fact, when we have at least two agents,
CTL*KA, is strictly more expressive than CTL*K, even when we
assume that all observations are initially assigned to some agent.
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PROPOSITION 7.4. If|O| > 1 and m > 2, CTL*KA,, £ CTL*Kyy,
even on models in which all observations are initially assigned.

Proor. Assume that O contains o1 and o0y. We consider two
agents a and b; the proof can easily be generalised to more agents.
Consider again the models M and M’ used in the proof of Propo-
sition 7.3. This time, in both models, agent a is initially assigned
observation o1 and agent b observation oy. For the same reasons as
before, formula ¢ = EFA2K,p distinguishes between M and M’.

Now to see that no formula of CTL*K, can distinguish these two
models, recall that the only difference between M and M’ concerns
observation 0y, and that agents a and b are bound to observations
o1 and oy respectively. Since in CTL*K,, agents cannot change
observation, the modification of 02 between M and M’ can only
affect the knowledge of agent b, by making her unable to distinguish
s4 and ss. However this cannot happen. Indeed, these states can
only be reached via histories sosqs4 and sps2ss5 respectively; since sq
and sy are not oz-indistinguishable, and we consider perfect recall,
s0s154 and sps2s5 are not oz-indistinguishable neither.

Formally, define the perfect-recall unfolding of a model M as the
infinite tree consisting of all possible histories starting in the initial
state, in which two nodes h and h’ are related for o; if |h| = |h’|
and for all i < |h|, h; ~o, h;. It is clear that CTL*K, is invariant
under perfect-recall unfolding. Now it suffices to notice that the
perfect-recall unfoldings of M and M” are the same, and thus cannot
be distinguished by any CTL*K,,, formula. [

REMARK 3. Unlike CTL*K,;,, CTL*KA,, is not invariant under
perfect-recall unfolding. Indeed in these unfoldings observation rela-
tions on histories are defined for fixed observations, and thus cannot
account for observation changes induced by operators AS,.

Putting together Propositions 7.1, 7.3 and 7.4, we obtain:
THEOREM 7.5. If|O| > 1 then CTL*K,;, < CTL*KA,.

8 ELIMINATING OBSERVATION CHANGE

In this section we show how to reduce the model-checking problem
for CTL*KA to that of CTL*K. The approach can be easily gener-
alised to the multi-agent case.

Fix an instance (M, ®) of the model-checking problem for CTL*KA,
where M = (AP,S,T,V,{~0}oec0,s', 0") is a (mono-agent) model
and @ is a CTL*KA formula. We build an equivalent instance (M”, @)
of the model-checking problem for CTL*K; in particular, M" con-
tains a single observation relation, and ®” does not use operator A°.

We first define M’. For each observation symbol 0 € O we
create a copy M, of the original model M. Moving to copy M, will
simulate switching to observation o. To make this possible, we need
to introduce transitions between each state s, of a copy M, to state
sor of copy My, forallo # 0’.

Let M’ = (APU {p, | 0 € O},S",T’,V’,~’,s'"), where
for each 0 € O, p, is a fresh atomic proposition,
S"=Uoeolso | s € S},

T = {(s0,$5) | 0 € O and (s,s”) € T}

U {(s0,50’) | s € S,0,0' € O and 0 # 0o’}
V'(so) = V(s) U{po}, foralls € Sand o € O,
~=Upeol(50,5) | s ~o s’} and

’
o st =50t
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We now define formula @’. The translation tr° is parameterised
with an observation o € O and is defined by induction on ®:
, tr®
trO(AO (P) — T (‘P) ,
AX(poy — tr (¢)) otherwise
tr’(Ay) = A(Gpo — tr’(¥))

All other cases simply distribute over operators. We finally let
P’ = tro (D). Using the alternative semantics, we see that:

ifo=0"

LEmMa 8.1. M |= @ if, and only if, M’ = @’.

Since we know how to model-check CTL*K, this provides a
model-checking procedure for CTL*KA. However this algorithm
does not provide optimal complexity. Indeed, the model M is of size
|M|x|O|, and the best known model-checking algorithm for CTL*K
runs in time exponential in the size of the model and the formula [4].
Going through this reduction thus yields a procedure that is expo-
nential in the number of observations. Our direct model-checking
procedure, which generalises techniques used for the classic case
of static observations, provides instead a decision procedure which
is only linear in the number of observations (Theorem 4.1).

The reduction described above can be easily generalised to the
multi-agent case, by creating one copy M, of the original model
M for each possible assignment o of observations to agents. We
thus get a model M’ of size |M| X |O| 1481 and since the best known
model-checking procedure for CTL*K,,, is k-exponential in the size
of the model [4], this reduction provides a procedure which is k-
exponential in the number of observations and k + 1-exponential
in the number of agents.

The direct approach provides an algorithm that is only poly-
nomial in the number of observations, exponential in the number
of agents, and whose combined complexity is k-exponential time
(Theorem 6.1).

9 CONCLUSION

Epistemic temporal logics play a central role in MAS as they permit
one to reason about the knowledge of agents along the evolution of a
system. Previous works in this field have treated agents’ observation
power as a static feature. However, in many scenarios, agents’
observation power may change.

In this work we introduced CTL*KA, a logic that can express
such dynamic changes of observation power. We showed that it
can express natural properties that are not expressible without this
operator, and provided some examples of applications of our logic.
While in [17], changes of observation are bound to quantification
on strategies, and the model-checking problem is undecidable, we
showed that in the purely temporal epistemic setting, model check-
ing is decidable, and known techniques can be extended to deal
with observation change with no additional cost in complexity.

We also showed how to reduce the model-checking problem
for our logic to that of CTL*K, removing the observation-change
operator. This yields a model-checking procedure for CTL*KA, but
that is not as efficient as the direct algorithm we provide.

As future work we would like to establish the precise complexity
of model checking CTL*KA. We conjecture that it should be the
same as for CTL*K, i.e., that adding the possibility to reason about
changes of observational power comes for free. However, the exact
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complexity of model checking classic epistemic temporal logics
such as LTLK or CTL*K is a long-standing open problem. It would
also be interesting to study the satisfiability problem of epistemic
temporal logic with changes of observation power. Finally, studying
axiomatisation of our logic could provide more insights into how
changes of observation power work.
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